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they maintain takes on yet greater significance; failure of attorneys to properly
understand the technical implications of cybersecurity can result in a devastating
impact on their clients.

RPC 1.1 establishes the duty to “provide competent representation to a client” and
“requires the legal knowledge, skill, thoroughness and preparation reasonably
necessary for the representation,” which includes the duty to understand the
implications and risks associated with technology being used by the attorney to
provide representation. RPC 1.6 further establishes the duty to “make reasonable
efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized
access to, information relating to the representation of a client.” Within this context,
“inadvertent or unauthorized disclosure” speaks to the duty to understand howto
protect data that is being stored electronically, while “unauthorized” adds
considerations related to who data is stored with (e.g., cloud services and other
third-party providers).

Since the number of lawyers storing data in the cloud continues to grow, reaching
almost 60% in 2019 (Dennis Kennedy, “2019 Cloud Computing,”
www.americanbar.org (http://www.americanbar.org), Oct. 2, 2019), the primary

focus of this article will be on protecting the legal information stored in cloud
solutions. The following inquiries address the most pressing concerns related to
cloud storage and provide guidance for both current and future solutions used by
law firms and businesses in general.

* What security qualifications should a law firm look for when selecting a cloud
storage solution? Attorneys have an obligation to understand the security
measures and controls that a cloud provider uses to protect data, and to evaluate
the adequacy of those measures and controls to safeguard client confidential or
privileged information that may be stored within the provider's systems. Attorneys
may consider independent third-party auditor certifications (e.g., SOC2) in their
evaluation; attorneys may also consider the following four steps as part of their
efforts to take “reasonable care” to protect clients’ confidential data (NYSBA Opinion
842):

1. “Ensuring that the online data storage provider has an enforceable obligation to
preserve confidentiality and security, and that the provider will notify the lawyer
if served with process requiring the production of client information”;

2. “Investigating the online data storage provider's security measures, policies,
recoverability methods, and other procedures to determine if they are
adequate under the circumstances”;

3. “Employing available technology to guard against reasonably foreseeable
attempts to infiltrate the data that is stored”; and/or

4. "Investigating the storage provider's ability to purge and wipe any copies of the
data, and to move the data to a different host, if the lawyer becomes
dissatisfied with the storage provider or for other reasons changes storage
providers.”
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provider explicitly acknowledge that all data uploaded to or otherwise stored to the

cloud storage solution, directly by the attorney or indirectly by the attorney's clients,
remains the direct or beneficial property of the attorney.

* What are the requirements/obligations/protections in the event of a
subpoena? While performing due diligence before engaging the services of a cloud
provider, carefully read the provider's contract and policies regarding timely notice
of subpoena (and the provider’s definition of “timely.”) Understand also that many
cloud service providers store data on distributed systems that physically reside in
varying locations (that may include states and countries that differ from the
provider's primary place of business), and that local jurisdictional laws may apply
based on the location where the data is actually stored.

* What happens if the third-party cloud provider experiences a data breach?
RPC 1.4 establishes the duty to “keep the client reasonably informed,” which would
include the duty to notify a client promptly in the event of a data breach that may
have exposed or compromised that client's confidential or protected data. To meet
this duty to the client, the attorney requires prompt notification from the service
provider if a data breach of the service provider's systems has occurred or is
suspected to have possibly occurred. Ensure that the provider's contracts, policies
and service level agreements provide for timely breach notice to the attorney so that
appropriate actions can be taken to notify the client and work to address potential
impacts of the breach.

* What happens to client data if the third-party cloud solution goes out of
business? Attorneys have a duty to maintain and protect client records, and to
return them upon termination of representation. RPC 1.15, RPC 1.16. If a cloud
provider experiences a system failure without having adequate backups, or if a cloud
provider goes out of business without first returning all stored data to the attorney,
then the attorney is at risk of failing to be able to meet these ethical obligations.
Attorneys need to understand the data protection and backup practices of cloud
service providers before entrusting storage of client data, and need their own
business continuity and disaster plans in place to ensure access to data (e.g., local
replicas) in the event that data becomes unavailable from a cloud provider.

While the aforementioned answers should strengthen a law firm’s ability to protect
their clients' data, there are further measures that can be taken to provide additional
cyber defenses. The list below outlines some of the most effective deterrents against
attackers.

* Awareness and Education. First and foremost, security awareness training should
be provided on a regular basis to each and every employee. Cyber attackers are
perpetually probing employees with spear phishing attacks—looking for their next
victim. Educated end-users will be better able to identify and avoid social
engineering attempts, creating a virtual human firewall that greatly reduces the risk
of falling prey to spear phishing—the most predominant attack vector used by cyber
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* Penetration Testing. What better way to determine if computer systems are
vulnerable to compromise than by simulating an actual attack? Ethical hackers can
be enlisted to use the same tools as actual attackers, identifying any weaknesses in
an IT environment—such as unpatched operating systems or out-of-date firmware—
allowing a firm to correct these issues before an actual attack takes place.

* Two-Factor Authentication. While strong passwords are imperative, they should
not be the sole barrier between the outside world and client data. By introducing
two-factor authentication, a user will have to enter their credentials as well as, for
example, acknowledge a request on their mobile phone before remote connectivity
commences. Augmenting a password (the first factor—something the user knows)
with the phone acknowledgement (the second factor—something the user has) is
minimally intrusive while significantly reducing the risk associated with compromised
passwords—leading to a data breach.

Electronic storage of client data has provided law firms with the astonishing
advantage of being able to access client data from virtually anywhere and at any
time. The ability of instantaneous access to client data comes with expectations,
chief among them being the ethical responsibility relating to securing this
information. While effective data security is no easy task, legal professionals have an
ethical obligation to keep their clients’ information confidential, safe, and secure.

David J. Rosenbaum and Kevin Ricci are principals at Citrin Cooperman &
Company.

f SHARE ¥ SHARE

Dig Deeper

Big Data (/topics/big-data/)

FEATURED PRODUCT

Global Briefing
(https://store.law.con
&productCode=LAWII

A weekly, curated selection of out
international content from around
the globe, across the business of
law, in-house, regulatory,
technology and more, with expert
insights from our senior editors.

Legal Ethics and Attorney Discipline (/topics/legal-ethics-and-attorney-discipline/)

Learn More
(https://store.law.com/Registratio
&productCode=LAWINTEDGLOBALI

https://www.law.com/newyorklawjournal/2020/03/20/cybersecurity-an-ethical-responsibility/ 4/7


https://www.law.com/topics/big-data/
https://www.law.com/topics/cybersecurity/
https://www.law.com/topics/legal-ethics-and-attorney-discipline/
https://store.law.com/Registration/MyAccount.aspx?&productCode=LAWINTEDGLOBALLAWYER#/EmailPref
https://store.law.com/Registration/MyAccount.aspx?&productCode=LAWINTEDGLOBALLAWYER#/EmailPref
https://www.law.com/topics/covid-19/
https://www.law.com/topics/
https://www.law.com/rankings/
https://www.law.com/newyorklawjournal/case-digests/
https://www.law.com/newyorklawjournal/people-and-community/
https://www.law.com/newyorklawjournal/search/
https://www.law.com/
https://www.law.com/newyorklawjournal/

7/1/2020 Cybersecurity: An Ethical Responsibility | New York Law Journal
SEARCH

€) My A

(/newyorklawjournal/search/) LAW- Co M'(D

COVID-19 (/TOPICS/COVID-19/)  TOPICS  (/TOPICS/)

Recommended Stories

The Principle of Party Presentation
(https://www.law.com/newyorklawjournal/2020/06/30/the-
principle-of-party-presentation/)

THOMAS R. NEWMAN AND STEVEN J. AHMUTY JR. | JUNE 30, 2020

In their Appellate Practice column, Thomas R. Newman and
Steven J. Ahmuty Jr. discuss the Sineneng-Smith case, where the
U.S. Supreme Court rebuked the Ninth Circuit for unilaterally
injecting an entirely new substantive issue into a case that had
already been briefed, argued and submitted for decision.

SPONSOR CONTENT
By ALM

Announcing Two Incredible Keynote
Speakers for the Women, Influence &
Power in Law Conference
(https://www.law.com/corpcounsel/2020/05/21/an
two-incredible-keynote-speakers-and-széilfg:f_‘:féi‘ivngf’te'
event-customization-for-the-2020- 27> "= C .
women-influence-power-in-law- women-influence-power-in-law-
conference/)

conference/)
WIPL is known for having some of the most engaging and
energizing keynote speakers attend to share their thoughts,
experiences, war stories and tips on effective leadership. And
this year is no exception. This year, we are grateful to welcome
two remarkable women come and inspire us: Tina Tchen, the
President and CEO of the "Times Up" Legal Defense Fund and
Paula Boggs, Founder of Boggs Media LLC and Former Executive
Vice President, General Counsel and Secretary, Law and
Corporate Affairs at Starbucks from 2002-2012.

Living With the lllusion of Privacy

with-the-illusion-of-privacy/)

KATHERINE B. FORREST | JUNE 04, 2020

In her column on Artificial Intelligence, Katherine Forrest
discusses our updated expectations of privacy in this era of Zoom,
WebEx, computer cameras, and the Domestic Awareness System
(DAS), which gives the NYC Police Department the capability to
follow, watch and listen to millions of New Yorkers.

SHIELD and Sword: New York’s Far
Reaching Statute Governing Data
Breaches

(https://www.law.com/newyorklawjournal/2020/05/08/shield-

and-sword-new-yorks-far-reaching-
statute-governing-data-breaches/)

DAVID JACOBY AND LINDA V. PRIEBE | MAY 08, 2020

https://www.law.com/newyorklawjournal/2020/03/20/cybersecurity-an-ethical-responsibility/

Ntm Bﬂﬂ‘ gam @mﬁl (/newyorklawjournal/)

SURVEYS & RANKINGS  (/RANKINGS/)  CASES  (/NEWYORKLAWJOURNAL/CASE-DIGESTS/)

Featured Firms

Law Offices of Gary Martin H
Associates P.C.

620 GLEN IRIS DR NE SUITE 102
ATLANTA, GA 30308
(470) 294-1674 www.garymartinhays

Law Offices of Mark E. Salom

2 OLIVER ST #608
BOSTON, MA 02109
(857) 444-6468 www.marksalomone.

Smith & Hassler

1225 N LOOP W #525
HOUSTON, TX 77008
(713) 739-1250 www.smithandhassle

Presented by Big'

5/7


https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjssXx1H8_xRKwv5AuasETlDCZEZzC87tCXzOkS6hfTOca62v3ZvMbYEZMw3V-UB3gPtbk19oz9ptCd_Z5tVThgZ7JRxAYm-m-EvIorSc3lqU32HmodNhvEpN1vXUi6hT-0ZmEEJDY85EXg834tKEAh79yJ3rtBG9NYjyzXfao0D7NmO95wuZzCN3wXxr1EOiVfNzIfXN_nJXEOenCEuLglAqKvw0irBd1m3TGD_aNcwmMNMMGbzfN9qaSjLaHejy3FhSss_AVt4TVDsGvwZeOjfmtnmwYg&sai=AMfl-YSeF8M8fp08q0uBxodVPeNx_T-WFWZkzo3pTYNIMZQcNzACH0Sb2PTuihrttBuVpiiVcKPpm022q0RwWhN5FoMYDesOIUdyr_165wqk_VimttV8CN7jYgHtrf_wu2chgiFU&sig=Cg0ArKJSzDnXsIoKZfX5&adurl=https://cib.db.com/solutions/products/escrow_solutions.htm%23tab_product%3Fkid%3DTAS.nylj.june2020
https://www.law.com/corpcounsel/2020/05/21/announcing-two-incredible-keynote-speakers-and-event-customization-for-the-2020-women-influence-power-in-law-conference/
https://www.law.com/newyorklawjournal/2020/06/30/the-principle-of-party-presentation/
https://www.law.com/corpcounsel/2020/05/21/announcing-two-incredible-keynote-speakers-and-event-customization-for-the-2020-women-influence-power-in-law-conference/
https://www.law.com/newyorklawjournal/2020/06/04/living-with-the-illusion-of-privacy/
https://www.law.com/newyorklawjournal/2020/05/08/shield-and-sword-new-yorks-far-reaching-statute-governing-data-breaches/
https://www.law.com/topics/covid-19/
https://www.law.com/topics/
https://www.law.com/rankings/
https://www.law.com/newyorklawjournal/case-digests/
https://www.law.com/newyorklawjournal/people-and-community/
https://www.law.com/newyorklawjournal/search/
https://www.law.com/
https://www.law.com/newyorklawjournal/

7/1/2020

It may be a while before law enforcement can devote attention to

Q SEARCH the broadened scope Oﬁmm%&ii:;%m Bufk gam @ufnal (/newyorklawjournal/)

(/newyorklawjorihalRekip) Hacks an

Cybersecurity: An Ethical Responsibility | New York Law Journal

€) My A

Then agaln, &t EDOEVID-19/)  TOPICS - (/TOPICS/)  SURVEYS & RANKINGS - /RANKINGS/)  CASES - (/NEWYORKLAWJOURNAL/CASE-DIGESTS/)

More from ALM

CLE Center Legal Compass Events Webcasts Lawjobs Professional Announcements

Premium Subscription

With this subscription you will receive unlimited
access to high quality, online, on-demand
premium content from well-respected faculty in
the legal industry. This is perfect for attorneys
licensed in multiple jurisdictions or for attorneys
that have fulfilled their CLE requirement but need
to access resourceful information for their
practice areas.

View Now
(http://clecenter.com/Program/Premium.aspx)

ALM Legal Publication Newsletters

Sign Up Today and Never Miss Another Story.

As part of your digital membership, you can sign up for an unlimited number of a wide range of
complimentary newsletters. Visit your My Account (https:/store.law.com/Registration/myAccount.aspx?

Team Accounts

Our Team Account subscription service is for legal
teams of four or more attorneys. Each attorney is
granted unlimited access to high quality, on-
demand premium content from well-respected
faculty in the legal industry along with
administrative access to easily manage CLE for the
entire team.

View Now
(http://clecenter.com/CleForFirm/Default.aspx)

CLE Center — (http://clecenter.com)

Bundle Subscriptions

Gain access to some of the most knowledgeabl
and experienced attorneys with our 2 bundle
options! Our Compliance bundles are curated t
CLE Counselors and include current legal topic:
and challenges within the industry. Our second
option allows you to build your bundle and
strategically select the content that pertains to
your needs. Both options are priced the same.

View Now (http://clecenter.com/Default.aspx)

Subscribe Now

(https://store.law.com/Registration

promoCode=NY#/EmailPref) page to make your selections. Get the timely legal news and critical analysis

you cannot afford to miss. Tailored just for you. In your inbox. Every day.

FOLLOW US

(https://www.facebook.com/LawdotcomALMY/)

10)

(https://twitter.com/lawdotcom)

promoCode=NY#/EmailPref)
Privacy Policy (https://www.alm.com/pr|
policy-new/)

(https://www.linkedin.com/company/law-com/)

(http://feeds.feedblitz.com/law/legal-news/)

About Us (/static/about-us/) / Contact Us (/static/contact-us/) / Site Map (/sitemap/) / Advertise With Us (/static/advertise-with-us/) / Customer Service (https://www.alm.com/co

Corporate Counsel (/corpcounsel/)

/ Terms of Service (https://www.alm.com/terms-of-use/) / EAQ (/static/frequently-asked-questions/) / Privacy Policy (https://www.alm.com/privacy-policy-new/)

PUBLICATIONS

The American Lawyer

LAW TOPICS

Litigation (/topics/litigation/)

RANKINGS
Am Law 100

(/americanlawyer/)

Deals and Transactions (/topics/deal

s. (lamericanlawyer/rankings/the-2020-

National Law Journal

and-transactions/)

Law Firm Management (/topics/law-

am-law-100/)

Events (/events/)

Legal Compass
(https://www.alm.com/intelligence/solutions-

MORE LAW.COM

Law.com US Edition

Law.com Int'l Edition (/inte
edition/)

Am Law 200

we-provide/business-of-law-

(/nationallawjournal/)

New York Law Journal
(/newyorklawjournal/)

firm-management/)

Legal Practice Management
(/topics/legal-practice-management/)

(/americanlawyer/rankings/the-2020-

solutions/legal-compass/)

Briefings (/static/briefi

am-law-200/)

Analysis (/analysis.

Editorial Calendar (/editorial-calendar/)

Global 100

(/americanlawyer/rankings/the-2019-

Legal Dictionary
(https://dictionary.law.com/)

Podcasts (/podcast

Webcasts (/webcast

New Jersey Law Journal
({nilawjournal/)

The Recorder (/therecorder/)

Cybersecurity (/topics/cybersecurity/)

Intellectual Property
(/topics/intellectual-property/)

global-100/)

Lawjobs.com (http://lawjobs.com/)

https://www.law.com/newyorklawjournal/2020/03/20/cybersecurity-an-ethical-responsibility/

Law Firms (/law-firms/)

6/7


https://store.law.com/Registration/myAccount.aspx?promoCode=NY#/EmailPref
https://store.law.com/Registration/myAccount.aspx?promoCode=NY#/EmailPref
https://www.alm.com/privacy-policy-new/
https://www.law.com/americanlawyer/
https://www.law.com/corpcounsel/
https://www.law.com/nationallawjournal/
https://www.law.com/newyorklawjournal/
https://www.law.com/njlawjournal/
https://www.law.com/therecorder/
https://www.law.com/topics/litigation/
https://www.law.com/topics/deals-and-transactions/
https://www.law.com/topics/law-firm-management/
https://www.law.com/topics/legal-practice-management/
https://www.law.com/topics/cybersecurity/
https://www.law.com/topics/intellectual-property/
https://www.law.com/americanlawyer/rankings/the-2020-am-law-100/
https://www.law.com/americanlawyer/rankings/the-2020-am-law-200/
https://www.law.com/americanlawyer/rankings/the-2019-global-100/
https://www.law.com/events/
https://www.alm.com/intelligence/solutions-we-provide/business-of-law-solutions/legal-compass/
https://www.law.com/editorial-calendar/
https://dictionary.law.com/
http://lawjobs.com/
https://www.law.com/law-firms/
https://www.law.com/
https://www.law.com/international-edition/
https://www.law.com/static/briefings/
https://www.law.com/analysis/
https://www.law.com/podcast/
https://www.law.com/webcasts/
https://www.law.com/
https://www.facebook.com/LawdotcomALM/
https://twitter.com/lawdotcom
https://www.linkedin.com/company/law-com/
http://feeds.feedblitz.com/law/legal-news/
https://www.law.com/static/about-us/
https://www.law.com/static/contact-us/
https://www.law.com/sitemap/
https://www.law.com/static/advertise-with-us/
https://www.alm.com/contact-us/
https://www.alm.com/terms-of-use/
https://www.law.com/static/frequently-asked-questions/
https://www.alm.com/privacy-policy-new/
http://clecenter.com/
http://clecenter.com/Program/Premium.aspx
http://clecenter.com/CleForFirm/Default.aspx
http://clecenter.com/Default.aspx
https://www.law.com/topics/covid-19/
https://www.law.com/topics/
https://www.law.com/rankings/
https://www.law.com/newyorklawjournal/case-digests/
https://www.law.com/newyorklawjournal/people-and-community/
https://www.law.com/newyorklawjournal/search/
https://www.law.com/
https://www.law.com/newyorklawjournal/

7/1/2020 Cybersecurity: An Ethical Responsibility | New York Law Journal

More Publications » (/publications/) More Law Topics > (/topics/) National Law Journal 500 Law Schools (/topics/legal-education/)
((atiogallawjonpnal/rankines/202Q.nlj: ewswire (/legalnewswire/)
Q SEARCH LAW COM 0 %Wuﬂ‘ﬁt(mew orklawjournalry 0 vy
(/newyorklawjournal/search/) Ver ict Searc
Pro Bono Scorecard (hit
COVID-19 (/TOPICS/COVID-19/)  TOPICS - ('TOPICS/)  GHRUENS BRAMINGRInddRANIINGS) %%W/CASE DIGESTS/)
The A-List

(/americanlawyer/rankings/a-list/)

More Rankings » (/rankings/)

Copyright © 2020 ALM Media Properties, LLC. All Rights Reserved.

https://www.law.com/newyorklawjournal/2020/03/20/cybersecurity-an-ethical-responsibility/ 7/7


https://www.law.com/publications/
https://www.law.com/topics/
https://www.law.com/nationallawjournal/rankings/2020-nlj-500/
https://www.law.com/americanlawyer/rankings/pro-bono/
https://www.law.com/americanlawyer/rankings/a-list/
https://www.law.com/rankings/
https://www.law.com/topics/legal-education/
https://www.law.com/legalnewswire/
https://verdictsearch.com/featured-verdicts/
https://www.law.com/topics/covid-19/
https://www.law.com/topics/
https://www.law.com/rankings/
https://www.law.com/newyorklawjournal/case-digests/
https://www.law.com/newyorklawjournal/people-and-community/
https://www.law.com/newyorklawjournal/search/
https://www.law.com/
https://www.law.com/newyorklawjournal/

