In a significant ethics opinion issued in 2018, Formal Opinion 483, Lawyers' Obligations After an Electronic Data Breach or Cyberattack, the American Bar Association's Standing Committee on Ethics and Professional Responsibility provides a detailed roadmap to a lawyer's obligations to current and former clients when they learn that they - or their firm - have been the subject of a data breach. Notably, the opinion warns that a lawyer's compliance with state or federal data security laws does "not necessarily achieve compliance with ethics obligations," and identifies six ABA Model Rules that might be implicated in the breach of client information. This opinion follows Formal Opinion 477R, released the year prior, in which the ABA explained a lawyer's ethical obligation to secure client confidential client data when communicating over the Internet. The fact that the ABA has issued two formal opinions on the topic of data security in such a short time indicates the importance of ethical principles when lawyers are confronted with the unenviable task of sorting out their own responsibilities in a data breach. Opinion 483 underscores the fact that law firms, "[a]s custodians of highly sensitive information," may be "inviting" targets for hackers. This panel will present some freightening statistics on how woefully unprepared law firms are to protect against a data breach and the ethical obligations that may be violated as such. While the opinion is exhaustive, and certainly worthy of a full read, the panel will emphasize key takeaways from the opinion's guidance: The ethical guidelines set forth in the opinion could apply to any client data that may interfere with representation, instead of being expressly limited to only legally protected information such as personally identifiable information (PII) or personal health information (PHI). The ABA's opinion is a somber but realistic reminder that lawyers and law firms, like other professionals and businesses that deal with sensitive information, must exercise vigilance when it comes to cybercrime. But at the same time, the ABA says, lawyers are required to deal not only with the aftermath of a breach but with all the ethical and legal obligations that may come with it.

CLE Materials
AMERICAN BAR ASSOCIATION
STANDING COMMITTEE ON ETHICS AND PROFESSIONAL RESPONSIBILITY, Formal Opinion 483 October 17, 2018, Lawyers’ Obligations After an Electronic Data Breach or Cyberattack

AMERICAN BAR ASSOCIATION
STANDING COMMITTEE ON ETHICS AND PROFESSIONAL RESPONSIBILITY
Formal Opinion 477R* May 11, 2017
Revised May 22, 2017, Securing Communication of Protected Client Information

ABA Formal Opinion 477R: Securing communication of protected client information, American Bar Association, June 2017

ABA issues new guidance on lawyer obligations after a cyber breach or attack, November 2, 2018, American Bar Association.

“Cybersecurity: An Ethical Responsibility,” by David J. Rosenbaum and Kevin Ricci | March 20, 2020. New York Law Journal. 



